The English version is provided below.
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Notification Based on the Act on the Protection of Personal Information

Regarding the Unauthorized Access

Dear All
May 7, 2025
Fujikura Ltd.

As published on our website on December 25, 2024, we have acknowledged traces of
unauthorized access and information leakage by a third party on servers managed by our
company on July 2, 2024, and confirmed that some of the affected servers (the "Affected
Servers") contained personal information. We deeply apologize for any inconvenience and
concern this may have caused for all those involved.

We have continued to investigate the personal information contained in the Affected
Servers, and as a result, we have confirmed that there is a risk of leakage of your personal
information. Therefore, in accordance with the Personal Information Protection Law, we
are notifying you as follows. We would greatly appreciate your understanding in advance,

as we may send similar notifications on multiple times.

1. Overview of the incident

On July 2, 2024, it was discovered that our information network had been accessed
unauthorizedly from the outside through a network maintenance and monitoring VPN

device managed by NTT Communications Corporation (the "Maintainance Vendor "), to

whom we have outsourced network maintenance operations.
After acknowledging this incident, we immediately cooperated with the Maintenance
Vendor to identify the intrusion route, deactivate the abused accounts, reset passwords
and restrict usage for all account holders, replace network equipment, and strengthen
authentication measures. Additionally, starting from July 19, we initiated a forensic
investigation* with the Maintenance Vendor and another external security vendor to
determine the extent of the impact by this incident.

* Forensic Investigation: A specialized investigation method that collects and analyzes data
from storage media and devices such as servers, to identify the cause and culprits of
cyber-attacks, including unauthorized access and ransomware incidents.

In the course of the forensic investigation, traces of external access and data leakage on
multiple servers at our Sakura Works were discovered. Although the leaked data

constitutes only a portion of the data stored on each server, some of the Affected Servers



contained personal information, leading us to believe that there is a potential risk of
personal information leakage. Therefore, in parallel with the forensic investigation, we
investigated the personal information contained on the Affected Servers. As a result, as
mentioned above, we have confirmed that there is a risk of leakage of your personal

information.

2. Cause and countermeasures

According to the results of the cause analysis conducted by the Maintenance Vendor, the
incident was caused by deficiencies in the management of the network maintenance and
monitoring VPN device by the Maintenance Vendor, resulting in vulnerabilities that
remained in the device being exploited.

After the discovery of unauthorized access, we implemented emergency countermeasures
as described above to ensure network security. Additionally, we instructed the
Maintenance Vendor to examine and implement measures to prevent recurrence. We
have confirmed that the Maintenance Vendor has strengthened their operational
framework for maintenance services and revised their operational rules. We have also
reinforced our management system for the Maintenance Vendor and enhanced our
information collection system, including equipment logs, to respond more swiftly to an

unauthorized access.

3. Personal information at risk of leakage

The personal information at risk of leakage due to this incident included that of employees
of our business partners, university affiliates, and other external parties, as well as the
employees and former employees (including contract employees, temporary staffs, part-
time workers, etc.) of our company and group companies, and their families. This
primarily consisted of contact and attribute information such as names, addresses, phone
numbers, email addresses, dates of birth, and genders. Additionally, certain employee
information (including information we have received from employees), HR information,
invoice numbers, and bank account numbers (excluding PINs) were also included.
However, no credit card information or “My Number” (Individual Number) has been
detected.

4. Possibility of secondary damage or the risk thereof and its content

At present, we have not acknowledged any facts indicating that the data leaked from our
company has been published on the internet, nor have we acknowledged any secondary
damages such as unauthorized use thereof. Should you receive any suspicious emails or

encounter any cases that may indicate damage related to this incident, please contact us



at the inquiry address below.

5. Impact on our production activities
There is no impact on our production activities due to this incident. Additionally, no

leakage of business secrets that could cause issues has been detected.

6. Inquiries
For inquiries about this notice, please contact us at the address below.

fik.personalinfo@jp.fujikura.com

We sincerely apologize again for any inconvenience and concern this may have caused.
We take this incident very seriously and are committed to strengthening our information
security measures and preventing recurrence, including enhancing our collaboration with
subcontractors
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