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Incident Notice Regarding Unauthorized Email Sending via Compromised API Key

Date: March 9, 2026
Organization: SaveExpats Inc.

Representative: Ryuma Iwata, Chief Executive Officer

SaveExpats Inc. (“the Company”) is providing notice of a security incident involving
unauthorized email activity conducted through an external email delivery service. We take
the protection of our systems and data seriously and are committed to transparency
regarding this matter. We sincerely apologize for any inconvenience or concern this
incident may have caused.

1. What Happened

On March 8, 2026, the Company received an alert from our external email service provider
regarding unusually high outbound email volume. Following an internal investigation, we
confirmed that an API key used within our email delivery environment had been
compromised and misused by an unauthorized third party.

The unauthorized activity occurred during the following period:
- Unauthorized email volume: Approximately 140,000 emails
- Unauthorized sending period: March 5-7, 2026

- Nature of the emails: Phishing emails intended to redirect recipients to fraudulent
websites and solicit personal information.

The Company did not send or authorize these emails.

At this time, we have no indication that customer data stored by the Company was accessed
or transmitted externally.

2. What Information Was Involved



Our investigation has confirmed:
- No evidence of unauthorized access to Company servers,

- No evidence that personal information held by the Company was viewed or obtained.

The incident involved only the unauthorized use of an API key to send phishing emails.

3. What We Are Doing

Upon confirming the incident, the Company immediately took the following actions:
- Revoked the compromised API key

- Updated account passwords and authentication credentials

- Conducted detailed access log reviews and forensic analysis

- Reviewed and reinforced API key storage and permission management

- Strengthened system and operational security measures, including expanded monitoring

The Company continues to investigate the cause and root method of the compromise.

4. What You Can Do

If you believe you may have received an email purporting to come from SaveExpats Inc.
during the affected period, we recommend that you:

- Do not click on links in suspicious emails
- Do not open attachments
- Do not reply to the message

- Delete the email immediately

The Company does not request personal information via email.



5. For More Information
SaveExpats Inc.
1-1-38-404 Higashi, Shibuya-ku, Tokyo 150-0011

Email: info@saveexpats.com

We appreciate your understanding and sincerely apologize for the concern this incident
may have caused. The Company remains committed to strengthening its security posture
and preventing future incidents.



